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Homecrest House
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Offering:

e Independent Living

* Enhanced Care Options
¢ 24-Hour Concierge Services

* Daily Kosher 4-Course Evening Meal
* Engaging Activities & Trips

e Library & Computer Lab

* Fitness Center & Exercise Classes

For more information, call (301) 244-3579
email: marketing@homecresthouse.org
or visit our website at HomecrestHouse.org

14508 Homecrest House Rd.
Silver Spring, MD 20906
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Experience award-winning care with SmithLife Homecare.
Top-quality services delivered by dedicated caregivers.
Choose SmithLife Homecare for compassionate, reliable support you can trust.

Suzanne Pollak

HOMECARE

Leaders of in-home care in MD & D.C.

veryone has been told not to
share personal information with
strangers or give money for a
scenario that seems too good to be
true. Yet during 2024, scammers stole
$12.5 billion from Americans, according
to the Federal Trade Commission.
It actually is even worse, because
some victims are just too embarrassed
or ashamed and don’t report what
happened and how much they lost.
We are all quite confident we would
never fall for such obvious schemes,
yet unfortunately, millions of people
find themselves in deep financial
trouble and without the money
they had saved for their retirement
or to pass onto their children when
they are gone.
Are the scammers really that good
or are we — especially older adults
— simply that easy? The good news

Personal Care | Lifestyle Care | Post Hospital Care | Companionship

v Free RN Assessment

W Free Home Safety Assessment ,{Q‘ Agh

Call today! (301) 816-5020
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Scams Affecting
Seniors

is that the blame rests solely on the
people who use the internet and
other methods to obtain your money.
Their goal is to get your money any
way possible. When one scheme fails
to work for them, they make some
adjustments and try another way. And
all too often, the illicit requests come
when we are vulnerable, or just too
polite or nice to think anyone would
take our money.

It happened to one woman who
simply clicked on a link in an email
she received from the neighborhood
site  Nextdoor. Immediately, a
message popped up that she had
been compromised and had to call
the phone number listed in bold.
Partly because she was nervous,
partly because she was under stress
with her husband’s illness and partly
because the message seemed like it
was trying to be helpful, she followed
the directions. In a short time, she gave
them important personal information
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and called a brokerage firm, as
they asked.

The helpful sounding person kept
calling and asking for more information,
which she provided. Unfortunately, she
ended up losing about $100,000 of her
and her husband’s hard-earned money
and too ashamed to admit it to her
daughter for a while.

Another person received a message
on her computer that her McAfee
computer security system needed to
be upgraded. She knew McAfee was
a real company, so she complied. She
soon was purchasing gift cards and
even mailed them a cashier’s check.

Both of these victims had careers
and had raised children but still fell
for basic scams and identity thefts.
In other words, it can — and does —
happen to anyone.

This Senior Resources Guide was
written by the Jewish Council for the
Aging of Greater Washington and is
designed to help you avoid becoming
a victim. As basic as some of the
information will seem, just remember

that you could be a victim, regardless
of how many college degrees you have
or how important you are at your office.

Intrusions can come via the
telephone, computer, mail or even the
front door. Clicking on internet links,
shopping online, participating in social
media questionnaires, banking online,
responding to emails from strangers,
and signing a contract for work from
a random person who knocked on
your front door are just some of the
ways people are losing thousands of
dollars and sometimes even their
entire life savings.

“They are all serious threats to your
wealth and your health,” Walter Houser,
who volunteers with the Montgomery
County Police Department’s Financial
Crimes Section, said during a recent
webinar for JCA.

Houser listed a few red flags that
signal scamming is taking place. If the
person at the front door or the phone
is saying you must act immediately
or the offer will slip away, beware.
A reputable company won’t pressure

you. This also goes for the scare tactic
that this offer is good now or never.

If a caller tells you to follow
instructions but adds that you can't tell
anyone you are doing so, that is a red
flag. Hopefully that will be enough of a
message for you to hang up the phone
immediately. Stay away from anyone
who asks you to pay in gift cards or
gold coins or requires you to meet
them in a shopping center parking lot.

Much of this advice may seem like
common sense and something you
would never do. But somehow it keeps
happening, and the scammers are
getting richer and richer.

In July 2025, a Brooklyn, New York,
man was sentenced for scamming
people out of several thousands of
dollars in a gold bar scheme. He
was charged for his role targeting
an elderly Montgomery County,
Maryland, couple.

The husband and wife received a
text that notified them of suspected
unauthorized account charges. The
sender urged them to call a phone
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number, which the couple did, and was
connected to the suspect who claimed
to be arepresentative from the Federal
Trade Commission. The couple sent
a great deal of money before they
realized they were being scammed
and called the police.

Eventually the New York man was
sentenced to serve two years and
two months in prison for his part in
the scheme.

The most important piece of advice
if you are wondering if you are being
scammed is, quite simply, if it seems
too good to be true; it most likely is.

If you do think you are being
trapped, before it gets too far, alert the
authorities. Change your passwords
frequently and keep them in a secure
place not easily accessible to anyone
but yourself or trusted loved ones.
Keep track of passwords in a highly
secure password manager or on a
piece of paper that isn’t obvious. It
is smart to utilize extra identification.
Most cell phones allow you to access
your accounts through fingerprints or

cet MORE

from your retirement.

1. MORE for your money
with predictable monthly spending. Discover more great reasons to choose an

Erickson Senior Living®-managed community.

Call 1-800-710-1350 or visit

EricksonSeniorLiving.com for your free brochure.

MORE amenities, including a pool,
fitness center, and restaurants.

MORE peace of mind with services
to enhance your well-being.

—
.;//
Erickson

SENIOR LIVING®

* Riderwood®
Silver Spring, MD

e Ashby Ponds®
Ashburn, VA

* Greenspring®
Springfield, VA

*« Woodleigh Chase®
Fairfax, VA

¢ The Grandview*"
Bethesda, MD
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facial recognition. This will ensure that
only the phone’s owner is using it.

Sometimes the scammers show up
in person, ringing a doorbell and trying
to sell you a home repair or just casing
the home for a future heist. Don’t
let them in. Don’t even spend time
talking to them. If you need a new roof
or a plumbing repair, hire someone
who you took the time to check out.
Ask friends for recommendations. Call
someone you choose and take the
time to find out how they can help you.
Never be pressured or rushed.

In Montgomery County, door-to-door
salespeople must obtain a license from
the Department of Permitting Services.
They must show their permit to you if
you ask.

An installed camera enables you to
see who is at the door. If you don’t
recognize the person, don’t let them in
or even open the door. Don’t listen to
their script or believe that they happen
to be in the neighborhood and can
offer you a great deal if you sign up
right now. If you do end up speaking

with them, say you need to think it
over and ask them to leave some
information and a way to get back to
them. Stress that you will contact them
if you want their services and that they
don’t have to reach out again.

There are all kinds of schemes
designed to attract vulnerable people.
Some attract lonely people looking for
romance. Others go after older folks
and pretend to be grandchildren in
trouble and needing money. Take a step
back and think, is your granddaughter
even traveling in Europe now? What
are the chances your relative chose
you to make their only permissible call
from jail?

Others may gain your confidence
after you hired and paid for them for
tech support or home improvements.
Even a caregiver you hired for
assistance can think of you as an
easy target rather than someone who
needs help.

Other questions to ask yourself — am
| really so late in paying my utilities or
mortgage that | am in imminent danger

of having the lights and water shut off
or being evicted? Surely, there would
have been some earlier warnings.

Some scammers call with the “great”
news that you won a vacation, the
lottery or some other large prize. All
you have to do is quickly send them
money to pay taxes or some fee before
they can release the winnings to you
directly. It is important to know that this
is not how real companies operate. Did
you even buy a lottery ticket or chance
for a prize? If not, how could you
have won?

And if it is a governmental authority,
rest assured, they do not call and
demand immediate money. Utility shut
offs, evictions, jail sentences all take
time and never happen through a mere
phone call.

The list of scamming opportunities
is pretty endless, especially with so
much of our information out there on
the cloud. Online banking, shopping,
contributions and other payments, no
matter how careful you think you are,
may be traced and are prime resources

for people who want to steal your
identity. And it isn’t just the computer,
scammers are known to check your
mailbox or delivered packages and
even go dumpster diving, seeking
identity information.

The best way to prevent garbage
theft is to shred all pieces of paper
that include private information like
financial statements, Dbills, receipts
and most importantly, your social
security number.

No matter how careful you think you
are, the scammers can quickly change
their tactics and find yet another way
to steal private information. After all,
thanks to the internet, they easily
can reach out to thousands upon
thousands of people and still make a
lot of money if they only scam a very,
very small percentage of their targets.

Review your credit card and bank
statement carefully on a regular basis.
Call the credit card company or place
of business if you did not use your
card there or if the amount is different
than what you spent. Check for small

(IS INGLESIDE

ENGAGED LIVING

Discover What
Moves You

At Ingleside communities, we believe life should move
your mind, body, and spirit. Whether it’s pursuing
passions, connecting with friends, or embracing new
adventures, this engaging lifestyle empowers you to live
fully and freely. Discover our not-for-profit, life plan
communities, where every spark of inspiration becomes
an opportunity to grow and create something meaningful.
To learn more, contact us today!
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“LIVING HERE HAS GIVEN US AN OPPORTUNITY TO REMAIN ENGAGED
SOCIALLY, EDUCATIONALLY, AND CULTURALLY.”

Chuck and Susan, Ingleside at King Farm Residents

¢ Ingleside at Rock Creek, Washington, DC
www.ircdc.org

Westminster at Lake Ridge, Lake Ridge, VA
www.wirva.org

Ingleside at King Farm, Rockville, MD
www.ikfmd.org
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Not-for-profit, life plan communities.
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purchases of $5 or $10 that you never
made. Thieves are testing to see if you
are checking your monthly statement
or if you are an easy mark.

According to AARP, card skimming,
in which the criminal affixes a credit
card reader on top of a legitimate card
reader at a store or gas station to steal

information, is estimated to cause up
to $1 billion in losses annually. When
you are paying at a gas station or
other point-of-sale location, inspect
the device for loose/broken/scratched
machinery to make sure someone
hasn’'t tampered with it.

There is no need to carry all your

cards, including banking, Social
Security or Medicare, everywhere you
go. Remove cards and information you
don’t need on a regular basis (such as
your Social Security or Medicare card).
Make copies of the remaining cards
(front and back) and store them in a
safe place. If you do happen to lose
your wallet, it will be easier to cancel
your cards that may have fallen into the
wrong hands.

Tired or receiving spam calls?
Sending them directly to voice mail
through the phone settings is a great
way not to have to deal with scammers
and not to listen to yet another
message that your car warranty is
about to expire. If you don’t answer
the call, you can’'t give out personal
information.

The same goes for texts. If you
don’t recognize the number, it could
be someone attempting to scam you.
Be wary. Just because you recognize
the name of your bank or company
you deal with doesn’t mean that is who
the call, email or text really is from.
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On the computer, scroll your curser
over the sender’s address. If it isn't
what you expect or has nothing to do
with the particular sender, don't click
on it. If you really are unsure, don’t
respond. Instead, contact your back
or insurance company and ask if they
need to reach you.

Always remember to sign out or log
off the website you were using. That
includes your credit card company,
bank or such apps as Venmo or Zelle.
Don’t leave them open for someone
who just might have gotten into your
computer to mess with.

It can be annoying, but it is much
better to cooperate with the two-factor
authentication than to be scammed.
Even if it seems too often, just take
a minute to type in the code sent to
you. It improves your chances of not
losing money. Subscribe to an antivirus
software company that knows what to
look for and what to block.

Privacy is important. Set your
Facebook and other social media
profiles so that only your friends can

Deciding to transition to a senior

We will discuss:

living community is one of the
most significant life changes you
or your loved ones will face. What
if you could trade the stress of
home maintenance and isolation
for a lifestyle designed around
wellness, connection and security?

+ The Wait-and-See Trap: Why waiting
for a crisis limits your options.

“Why Did 1
Wait So Long?*®

Moving from Hesita
to Flourishing

» The Wellness Advantage: Our
comprehensive programs and
services help you maintain your
independence longer.

March 12 11:30 a.m. -
Evelyn Auerbach Social F
at Ring House

« Real Stories: Hear from residents
who reclaimed their time and energy.

Join us to explore the common
myths that keep families “stuck,”
hear resident stories and discover
how moving sooner can actually
mean living better.

» Peace of Mind: Learn how having a
plan in place today protects your
future tomorrow.

RSVP Today: Scan the QR code or call 301-381-5882
to reserve your spot.

s

Charles E. Smith

LIFE COMMUNITIES

" Nefotepe

Living WMOVERS

MOVING AND STORAGE

Compass Plus

Ring House + 1801 East Jefferson Street, Rockville, MD 20852 + SmithLifeCommunities.org
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